
 

CLOUD SECURITY SPECIALIST - CHELTENHAM 
 

WHO WE ARE 
Superdry have been making world class product for 15 years, and we’re proud of it. Our mission is to 
inspire and engage the contemporary style obsessed consumer, whilst leaving a positive environmental 
legacy. 

Together, we have built a brand that has cut through the global apparel market at record speed, taking 
market share from brands that have existed for decades. But we have a big opportunity ahead of us as we 
launch 4 new collections. 

We are now on an exciting journey to reset our brand and return to our design-led roots and we are looking 
for talented people to join us on our journey. 

THE ROLE 
An excellent opportunity has arisen for a Cloud Security Specialists to work within the Information 
Security Team. 
This is a new role, so if you want to bring your passion for security and idea’s then this is the role for 
you, working on all things Cloud & Info Security related, a super exciting role that you can really build 
on and make your own. 
Have you a deep understanding of AWS Cloud & AWS Cloud Security solutions with expertise in 
Digital (incl. Web and/or Mobile) then we would love to hear from you. 
 

YOU WILL 
• Review existing architectures (Cloud/On-prem), identify security design gaps and 

recommend/remediate changes. 

• Carry our supplier due diligence process for on-boarding new Suppliers/re-certifying/offboarding 
existing suppliers. 

• Scope penetration tests, review and analyze pen test reports, prioritization of identified findings as 
part of the remediation plan. 

• Be responsible for the documentations of implementations via technical documentation, run books on 
the environment, Policies, Standards etc. 

• Work with partners and 3rd party supplier on a regular basis to ensure security controls are in place 
and fit for purpose. 

• Conduct vulnerability assessments using tools to evaluate attack vectors, vulnerabilities and 
compliance auditing within AWS. 

• Work within the Information Security Team to implement Policies & Standards, Incident Management, 
Awareness and Education programs, Governance, Risk and Compliance activities. 

• Not just highlight gap or opportunities and get someone else to fix them, it’s also about getting hands 
on where needed. 



 

YOU ARE 
• Someone highly experienced in Information Security, Cyber Security, Cloud, DevSecOps   
• An expert in security concepts & principles for Cloud (AWS) and Digital Platform including 

consumer facing web. 
• Familiar with Cloud Computing standards - ISO 17788/17789, ISO27001, CSA CCM/STAR & 

others OSWASP, NIST, CIS, SAN and similar frameworks 
• Someone with a knowledge of AWS Cloud and AWS Services e.g Security Hub, Inspector, 

GuardDuty, Macie, Detective, Trusted Advisor, Config, KMS, WAF, Shield, IAM, STS etc 
• Someone who has broad technical experience within the wider infosec arena covering – 

Perimeter, Network, Infrastructure, Data & Endpoint Security & Cloud Technology. 
• Experienced in shifting security left in the CI/CD pipeline i.e. from pre-commit to 

operate/monitor. 
• Someone with an understanding of regulatory requirements (PCI DSS, DPA, GDPR, SOC etc) 
• An info security specialist with some on the following certs. - CCSP, CISM, CISSP, CompTia 

Security +, CRISC, SABSA, CEH, CISA etc. 
• A self-starter with a desire to build on your current infoSec Knowledge. 
• Individual with strong communication and stakeholder management skills. 

 

WORKING FOR SUPERDRY HAS NEVER BEEN SO REWARDING….. 
 

• 25 days annual leave, plus bank holidays and an additional day off to celebrate your Birthday 

• Family is massively important to us, so we have a broad range of family-friendly working policies in 
place, including enhanced maternity, paternity and adoption leave 

• Company Pension scheme 

• All employees are covered by our Life Assurance policy whilst working at Superdry. Whilst none of us 
like to think too much about what would happen if we were to die, we feel it’s important to offer 
protection for your family and loved ones in such a situation and to support this we offer life assurance 
cover which pays a lump sum equivalent either twice or four times your annual salary 

• A big staff discount – naturally. Because we know that you love to wear Superdry, you’ll benefit from 
a 50% discount in store and online and our Head Office is home to our very own store for staff only 
where you can treat yourself to heavily discounted sample stock 

• A health cash plan is open to all employees. 

• Private Medical cover - a taxable benefit, which managers are eligible to opt in to 

• Flexible working - to help you achieve that all-important work-life balance 

• We want you to share in our success and so we have a choice of Share Save schemes you can opt 
into  

• A global employee assistance plan in place that you can access anytime you want - it’s free and 
confidential  

• You’ll also have access to a Cycle To Work Scheme and an excellent Car contract hire/purchase 
scheme along with a massive range of local discounts with businesses across Gloucestershire 

At Superdry, everyone has a voice and we want to hear it. We create environments where individuality 
can flourish and is celebrated as part of who we are as a brand. We’re incredibly proud that over 90% of 
our people feel strongly that they can be themselves when they are at work. We obviously feel their voices 
speak volumes.  



 

We want to meet people with varied backgrounds because we understand that diversity of thought 
encourages new ideas to thrive, fuelling creativity and enabling us to do better work. We want to build a 
team which represents a variety of backgrounds, styles, perspectives, and skills; we hire people based on 
their merit and potential. 

We also welcome conversations about flexible working for all roles at Superdry and will always 
accommodate it where possible. 

 


